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Extension of Enclave Application Cache to RISC-V Keystone
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Abstract The development of the IoT society and the spread of cloud computing have also led to an increase in devices
with inadequate security measures and vulnerable host OSs. Therefore, the importance of trusted execution environment
(TEE) technologies, where programs can be executed in an isolated manner even from the host OS, have increased. However,
application execution in a TEE requires the expensive hash calculation of its executable binary image extracted in the main
memory to guarantee its integrity before execution. To mitigate this overhead, this paper will propose a cache mechanism that
can bypass the hash calculation by storing the previously executed binary image in a secure memory space. The evaluation
shows the proposed cache mechanism can give us 40 to 50 times speedup in TEE applications startup.
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