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A Latency Reduction Technique for IDS
by Allocating Decomposed Signature on Multi-core
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Abstract: Cyber attacks targeting on companies and government organizations have been increasing and highly developed. An
Intrusion Detection System (IDS) is one of efficient solutions to prevent those attacks. An IDS detects illegal network accesses in
realtime by monitoring the network and filtering suspicious IP packets. Large processing performance is required for IDSs to
process a large number of IP packets in realtime. In order to satisfy this requirement, a latency reduction technique for
signature-based IDSs by allocating decomposed signature on multicores is proposed in this paper. The proposed technique is
implemented in Suricata, which is an open source IDS, and evaluated it with several data sets, such as DARPA Intrusion
Detection Evaluation Data Set. The evaluation results show the proposed techniques with four cores achieves 3.22 times

performance improvement in maximum comparing with two cores without signature decomposition.
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static inline void DetectMpmPrefilter ( ){
if( ){ Il _A | — Rxtgg
PacketPatternSearch( );
}

{{(){ HHTTP ~y & » X v — U8

if (){
DetectEngineRunHttpHeaderMpm( );
}
if ({
DetectEngineRunHttpRawHeaderMpm( );
}

IfO{
DetectEngineRunHttpCookieMpm( );
}
}
}

4 DetectMpmPrefilter © 7' 1 7' Ltk

412331F 5 DetectMpmPrefilter PN ™ PacketPatternSearch 73
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alert http $SHOME_NET any ->
$EXTERNAL_NET any (msg:"ET POLICY
GridinSoft.com Software Version Check”;
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content:"User-Agent|3A 20|GridinSoft";
http_header; classtype:trojan-activity;
sid:2013719; rev:3;)
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alert pkthdr any any -> any any
(msg:"SURICATA FRAG IPv4 Packet size too
large"; decode-event:ipv4.frag_too_large;
sid:2200069; rev:1;)
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PacketPipeline_0
(search HTTP header/message)

PacketPipeline_1
(search payload)

PacketPipeline_2
(check events)

| togFiles |

7 <AF A T 5 A hR Suricata (3 A FIFEFTE)

a70: B XL YF (PacketPipeline_0-2)
a7 1: Detect A LY (PacketPipeline_0)
a7 2: Detect ALk (PacketPipeline_1)
a7 3: DetectR Lk (PacketPipeline_2)
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0S Ubuntu 10.04 LTS (64bit, Linux 2.6.32)
CPU Intel Xeon L5630 (2.13GHz, 4Core) * 2Chips
PE 8PE

L2 cache 1MB /Chip

L3 cache 12MB / Chip

Compiler GCC-4.4.6
RAM 24GB

EHIC, FHMlIR TH D IDS &L VR F v 2K IITRT.

#* 3 FFfi 5

Suricata—1.4.5(original)

IDS
Suricata—1.4.5(multi—pipeline)

Option -c —r

Rule set emerging—rules (2013/09/01)

Signatures 13,799 signatures

F7-, Suricata (XN T 7 A Xl EORk A I RT A —
AEFEMRET D2 ZENARRTH L0, R EICRE LT
WIA VTR ESATNA, TITA URTT 74 D
DOEMHA L=, 72721, A& ¥ 2 —7 1% PacketPipeline & 7=
D @ Detect A L v RS 1 OBFEIZIE single E— R, £
LIS DA autofp B — R &R 5.

4.2 FHELE

ARFMIE Ry b= BEEZERAES, a—bArT 0 R
7 FoF T — % % Suricata D FAMEREAEHA TS Z &
(& o CHEREZ FTMMI 5.

F v MU —ZBETIIFR Yy FU— 7 e Rl MER B O
Py NT—0 A v H T x2—ADHREIZ L - TIXIDS I2+4y
REARBNT BNV AREERSH D, — 5T, 771
IABKEEIT IDS DALERRE I N FF IR Y Xy NEAJITE B
N, T7ANVDFIALAT NI Ry N =T B8
FRATTENDEEZID HEREW. T, LB TR
NENDLEERNZIZZ D07 7 A VFHARFR b EEN 572
B, ARFHMCIXRALELRE 1 & 535 E kR ko T
FRINAERIRER 2 B L 7.

FREL BRI R e = HHReflE - AR g

ZOHT, FHARM R IXFANCEE LA v 70— KT
V73 F v im0 E Liz4E @ Suricata O H /1R T
b5, X, A= RTDVTRXTFvENR0THD
7=, Suricata [IMRALELZ EITHTITT 7 A LV OFLAT
FEITHTZDTHS.

T, 77— MHIOAEOREEZBE L W RV, T
F—bFOWANFIMA LYy RIRxy NU—7, 757 A VHEA
MbMEL AT TIToTWA D, SEITEE L.

RIS, VTR 7T A R Suricata 12 BV TIT K
% % PacketPipeline T—FALERIF[E 23 K & U PacketPipeline
O IR B RAAAEREH 2 BEHT 2 b0 &1 5.

43 FHMERT—#

AT AT & LTI NEAT 5T —# > bR
EHEINDZ XY NIV BREDO N 7 4 v 7T —F%EH
L7z, TPy —%ty hoMEEZRT.

DARPA Intrusion Detection Evaluation Data Set
DARPA Intrusion Detection Evaluation Data Set I3k [E~ -
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Fa—% v Y TRKFIZH S Lincoln Laboratory K v EL A
EN5 IDSFHMEHOT =4+ v hTHH[8][9]. Z i 10
HLEMOEBEOX ¥ 7 F ¥ T — X2 D0, HFxrRE
ERAEREAIDREAT SN TV A 728 IDS Tl B W THAED
FAINS.

IOTF—HEy bDHH, 1999 40 5th week Monday
7> Friday Z PEREZHAMIC AV 5. £7-, KW H Tinside &
ouside DT —Z NIV T BN, T % iTf A I E R
L, Monday.pcap %> Friday.pcap & L T3 5.

ITOC CDX Data Set

CDX Data Set /& Information Technology and Operations
Center (ITOC) KLV FiAi & 415 2009 12T 417 K [EH 2
TEFRICBIT DA AA—PEE cRwWs T — & &
v N Cd 5[10] [11].

NI 747 OFEmELTELVY =T I2 X DEERN
EENIRNTZYD, KESN TCP 7'a hai Uy y MR-
TWa., ZhUE=/vF_A 75 A KR Suricata 2335 F &5
287747 OEBTHD. Tz, WEHAT—ZEW)
ZETRFE y v a R D7, Zol=d, AU U
Wi Suricata (23T b BALRE[ & 72 0 1T AEFIALER R fE 72 /3
Ty MR IR 2D ZHUFIA Y AR EFE LTS
N7 T4y DN ERD.

U ENLFHli R TH B IDSONTNHEEFLTH T
T4 I T—=EDANERELTND.

M 5 — # 1% 2009-04-21-04-06-19.dump10 7> 5 .dump19
FCTORMT — & % 50 A IIZER L, dumpl0_dumpl9.pcap
ELTHERTS.

WREOX ¥ 7 F ¥ 7T —4

ki DARPA OF — Xt > hR ITOC DF—H & v b
W0 ERIOHNT —F THo720, v Ly =T OREEZE
FERWRE, BIEEASNDI Xy NV =7 REZEEL T
W, ZOZEND, EFShIEELS L THIEED
NI T4y T— 2 EFHMEAT — % & LCTERT %.

CHIF2014FE1LAOH B0 AR NS 4ARE £ ToOHE
WLIEN T 74w 7T —2ThdD. Zhes5nEL, Th
2 lab0l.pcap 5 lab05.pcap & L CEHT 5.

INOLEFMBET — 2Dy N E T ANEED
WiR & 4 (2T,
#z4 FHEAT—%

741 % INTIRE BE
Monday.pcap 3,667,917 783MB
Tuesday.pcap 5,962,053 899MB

Wednesday.pcap| 3,473,044 800MB
Thursday.pcap 5,509,639 1.35GB
Friday.pcap 6,045,505 1.92GB
dump10_19.pcap| 11,859,602 9.31GB
labO1.pcap 1,669,404 999MB
lab02.pcap 5,615,310 2.92GB
lab03.pcap 3,403,158 1.95GB
lab04.pcap 5,577,077 2.92GB
lab05.pcap 5,270,379 2.92GB

F72, 35 Hi TR IR TF v B Ofa#E bITE 5 12
RLTETZ 7 ANOHREHEH L TRk ziTo 7.
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NWFNRALT T4 EBE—a T EEERAT 24V UF VR
Wk UL NS DR L 7o Tn, Z ok &,

FT—=Etyk BELET—4 ) . - .
DARPA Monday.pcap T3z Tifﬁﬁ W 1.49 %, 4 = 7 {# I 1.25 12 O L H g
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